HNEJATOI'AM Ob UH®OPMAIIMOHHOM BE3ONACHOCTH.

Korna peus 3axomaut 006 MHPOpMAIIMOHHON 0€30MacHOCTH, OOBIYHO Mbl HAYHMHAEM
IymMaTh O KOMIIbIOTEpAX, CETAX, MHTEpHETe U Xakepax. Ho mis oOpazoBaTenbHOUN Cpeabl
npoOjieMa CTOWUT MIMpPE: B OTPAXIACHUU Yydallerocs OT HHQPOpMAIUU, KOTOpas MOXKET
HETaTUBHO MOBJIMATH Ha ero OPMUPOBAHUE U Pa3BUTHE, TO €CTh O MPOIMATraH/Ie Pa3TUIHOM
HaIpaBJICHHOCTH.

IHonsitue nHPOPMALTMOHHOI 0€30MTACHOCTH
ITon nH(pOpPMAITMOHHOM 0€30MacHOCThIO MOHUMAETCS 3aIUIIEHHOCTh
MHPOPMAIIMOHHON CHUCTEMBI OT CIy4ailHOTO WM TPEeTHAMEPEHHOTO BMEIATEIbCTBA,
HAHOCSIIETO YIIepO BIaeNbliaM WIH MOJIb30BaTEsIM HHPOPMAIIHH.
Ha npakTrke BayKHEHIIIMMH SIBIISTFOTCS TPU acliekTa HHPOPMAITMOHHOHN 0€30MacHOCTH:
o JIOCTYMMHOCTh (BO3MOXKHOCTH 3a pa3yMHOE BpeMsl TOIYy4YUTh TpeOyeMyto
UH(GOPMAIIMOHHYIO YCIIYTY);
¢ IEIOCTHOCTh (aKTyaJIbHOCTh M HEMPOTHBOPEYMBOCTh HWH(MOpMANUHU, ee
3alUIIEHHOCTh OT pa3pylICHHs K HECAHKIIMOHUPOBAHHOTO N3MEHEHU );
o KOH(UICHIMATHHOCTH (3alIUTa OT HECAHKIIMOHUPOBAHHOTO MTPOUYTCHHS ).
HapymieHuss MOCTYMHOCTH, UEIOCTHOCTH W KOH(DHUISHIMAIBHOCTH HWH()OpPMAIHH
MOTYT OBITh BBI3BAHBI PA3TMYHBIMU OMACHBIMU BO3JEUCTBUSIMH Ha HWH()OpPMAIMOHHBIC
KOMITBIOTEPHBIE CUCTEMBI.

OcHoBHBIE YyTpo3bl HHPOPMALMOHHOH 0€30IIACHOCTH

CoBpemeHnHasi HH()OPMAIIMOHHASI CHCTEMa MPECTaBISET COO0M CIIOXKHYIO CHCTEMY,
COCTOSII[yI0 W3 OOJIBIIIOTO YHCIa KOMIIOHEHTOB pPa3UYHONW CTENEeHH aBTOHOMHOCTH,
KOTOpPBIE CBSI3aHBI MEXJy co00W M OOMEHHMBAIOTCS JMaHHBIMH. [IpakTHYeCKH KakKIbId
KOMIIOHEHT MOYET MOABEPTHYTHCS BHEIIHEMY BO3JCHCTBUIO WJIM BBIUTH W3 CTpPOS.
KoMmmnoHeHThl aBTOMATHU3MPOBAHHOW WH(OPMAIIMOHHONW CHCTEMBbI MOJXKHO pa30UTh Ha
CEAYIOIINE TPYIIIbI:

Annapammusvie cpedcmea. IT0 KOMIBIOTEPHl U UX COCTaBHBbIE YacTH (IIPOLECCOPHI,
MOHUTOPBI, TEPMUHAIIBI, IEpU(PEPUITHBIE YCTPOUCTBA — MPUHTEPHI, KOHTPOJUIEPHI, Kabenwu,
JIMHWUM CBSI3U U T.1.);

Ilpozpammnoe obecneuenue. JT0O TNPUOOPETEHHBIE TPOTPAMMBI, HCXOJHEIE,
OOBEKTHBIE, 3arpy30YHbIE MOJYJIH; OTNEPAIIMOHHBIE CHUCTEMBI M CHUCTEMHBIE MPOTPAMMBI
(KOMIUTATOPBI, KOMIOHOBUIUKH U JIP.), YTHIUTHI, AUATHOCTHUECKHE MPOTPAMMBI U T.[I.;

/Jlannwvie, XpaHUMble BPEMEHHO W TIOCTOSIHHO, Ha JWCKaX, (IJBIIKAaX, TeYaTHBIE,
apXUBbI, CHCTEMHBIE )KYpPHAJIbl U T.[.;

Ilepconan. [lonb3oBarenu, CHCTEMHBIE aIMUHUCTPATOPHI, MPOTPAMMHUCTHI U JIp.

OnacHble BO3JCHCTBHUS HAa KOMIIBIOTEPHYIO HH(POPMAIMOHHYIO CHUCTEMY MOXKHO
NOAPA3AEINTh Ha Cly4yallHble W MpeJHaMEpeHHble. AHalW3 ONbITa MNPOCKTUPOBAHUS,
M3TOTOBJICHUS U AKCIUTyaTallud MHPOPMAIMOHHBIX CUCTEM IMOKa3bIBAET, YTO MUHPOpMaIus



IIOABEPTacTCs PAa3JUYHBIM CIIy4alHBIM BO3JIECWCTBHSAM Ha BCEX J3Talax UWKIA JKA3HU
cuctemsl. [IpuuriHamMu ciiydaifHbIX BO3AEHCTBUN MPHU SKCIUTYyaTallUd MOTYT OBITh:

e aBapuiiHble CHUTyallMM W3-3a CTUXUUHBIX O€ICTBUM U  OTKIIOUYCHHUH

AIEKTPONUTAHNS;

¢ OTKa3bl U COOH ammapaTyphl;

o OHIMOKHU B IPOrPaMMHOM OOECIICUEHHH;

o omuOKHU B paboTe nepcoHana;

e IIOMEXM B JIMHUAX CBS3U U3-3a BO3JICHCTBUU BHELIHEN CPEIbI.

IIpenHamepeHHbIE BO3AECUCTBUA — 3TO LEJICHANPABICHHbIE NEUCTBU Hapymurensd. B
KaueCTBE HAPYIIUTENS] MOTYT BBICTYIATh CIYXKallUi, MOCETUTENb, KOHKYPEHT, HAEMHUK.
JleficTBUSL HAPYLIUTENSI MOTYT ObITh OOYCIIOBJIEHBI Pa3HBIMA MOTUBAMU:

o HEJOBOJBCTBOM CIIYXaLIEro CBOEH Kapbepoi;

e B3STKOM;

o JTIO0OMIBITCTBOM;

o KOHKYpPEHTHOU O0pBHOOIL;

e CTPEMJICHHEM CaMOYTBEPAMUTHCS JIFOOOH LEHO.

MOkHO COCTaBUTh TUIIOTETUYECKYIO MOJENb NOTEHIIMAIbHOTO HAPYIIUTEIS:

o KBaNHM(UKAIMA HAPYIIUTEIS Ha YPOBHE pa3pabOTUnKa JAaHHON CUCTEMBbI;

e HapyIlIUTEJIEM MOXET OBbITh Kak IIOCTOPOHHEE IJIMIO0, TaK W 3aKOHHBIH
II0JIb30BAaTEIIb CUCTEMBI,

¢ HapYIIUTEIO U3BECTHA MH(POPMALIHS O IPUHIIUIIAX PAOOTHI CUCTEMBI;

¢ HapylmuTedb BeIOMpaeT HanboJsee ciadoe 3BeHO B 3alUTE.

HaubGonee pacrnpocTpaHeHHBIM U MHOTOOOpPa3HBIM  BUIOM  KOMIIBIOTEPHBIX
HAPYLICHUW SIBIISIETCSI HECAHKIMOHWPOBAHHBIM JOCTYI. HeCaHKIMOHUPOBAHHBIM JOCTYII
UCTIONIb3YeT IOy OIMMOKY B CHUCTEME 3alllUThl M BO3MOXKEH NpPH HEPalMOHATHHOM
BBIOOPE CPEJICTB 3aIIUTHI, UX HEKOPPEKTHOM YCTAHOBKE U HACTPOMKE.

[IpoBenem kiaccuukalyio KaHAIOB HECAHKIIMOHUPOBAHHOTO JTOCTYIIA, IO KOTOPHIM
MO’KHO OCYILECTBUTH XUIICHUE, N3MEHEHUE WIN YHUYTOXKEHNE UH(pOpMaLUU:

Yepes uenoseka:

 XHILEHUE HOocuTeNel nHpOopMaIuy;
+ 4YTeHHE MH(POPMAIUU C 3KpaHa WIN KJIaBUATYPHI;
o YTEeHHE UHPOPMAIHU U3 PACTICYATKH.
Yepes npocpammy:
o TIEpPEXBAT MapOJIEH;
o nemudpoBKa 3amudpoBaHHON HHPOPMAIINH;
¢ KONMUpPOBaHUE MHPOPMAIMHU C HOCUTETIS.

Yepes annapamypy:

o MOAKIIOYEHUE  CHEUMAIbHO  pa3paOOTaHHBIX  allapaTHBIX  CPEJACTB,
00ecIreynBarIluX J0CTYy K HH(OpMaLuy;

o IepexBaT NOOOYHBIX 3IEKTPOMArHUTHBIX HM3IYYEHUH OT anmaparypbl, JUHUN
CBA3U, CETEU DIIEKTPONIUTAHHUS U T.JI.



Oco0o crenyeTr OCTAaHOBUTBCA Ha Yrpo3ax, KOTOPbIM MOTYT TOJBEPratbCs
KOMITbIOTEpHbIE ceTU. OCHOBHasi 0COOCHHOCTh JII000I KOMIIBIOTEPHON CETH COCTOUT B TOM,
YTO €€ KOMIIOHEHTBl pachpelelieHbl B NpocTpaHcTBe. CBA3b MEXKAY Y3JIaMH CETH
OCYIIECTBIISIETCS (DU3UYECKH C TMOMOIIBIO CETEBBIX JIMHUA M IPOrPaMMHO C THOMOUIBIO
MexaHu3Ma cooOmenuid. Ilpu 3ToM ynpapismomue coOOIIEHUsI U TaHHBIE, MEPEChUIaeMble
MEXAYy Yy3JlaMH CEeTH, MepeAaroTcs B BHAE MakeToB oOMeHa. KommbloTepHble ceTu
XapaKTepHbI T€M, YTO MPOTHB HUX MPEANPUHUMAIOT TaK Ha3bIBa€Mbl€ yJaJC€HHBIC AaTaKH.
HapymuTens MOXET HaXOAMTHCS 3a THICAYM KUJIOMETPOB OT aTaKyeMoro OOBbEeKTa, IpH
TOM HaNaJeHUI0 MOXET IOJBEepraTbCsi HE TOJbKO KOHKPETHBI KOMIIBIOTEP, HO H
uHOopMaIKsl, Mepearolascs M0 CETEBbIM KaHajlaM CBS3H.

Obecnieuenre MHPOPMALMOHHOI 0€30ITACHOCTH

®dopmupoBaHnue  pexxuma  MHGOPMAIMOHHOM  OGe3omacHOCTM  —  mpoOjema
KOMIUIEKCHas. Mephl 10 €€ peleHn0 MOXKHO MOAPAa3AeNIUTh Ha MSATh YPOBHEM:

1. 3akonooamenwvnsiit . IT0 3aKOHBI, HOPMATUBHBIE AKTHI, CTAHAAPTHI U T.II.

HopmartusHo-mipaBoBas 0a3a ornpeaensonas NopsaoK 3auuThl HHQopMaIuu:

2. Mopanbvno-smuueckuii. BceBO3MOXXHbIE HOPMBI TOBEACHUS, HECOOIIOACHHUE
KOTOPBIX BEJIET K MaJIEHUIO MPECTHkKa KOHKPETHOTO YeJIOBEKa WM 1IeJI0N OpraHu3alluu.

3. Aomunucmpamuenwui. JleiictBuss oOIlero xapakrtepa, NpearnpuHUMaeMble
PYKOBOJICTBOM OpraHu3anuu. TaKuMH TOKYMEHTaMH MOTYT OBITh:

e MpHUKA3 pPYKOBOAMUTENS O HAa3HAYEHHH OTBETCTBEHHOTO 3a o0ecreyeHue
uH(OpPMaIIMOHHON 0€30TacHOCTH;

o JIOJ>KHOCTHBIE 00s13aHHOCTH OTBETCTBEHHOTO 3a oOecrieueHue
nH(OpPMaIIMOHHON 0€301MacHOCTH;

e TEpEYCHb 3aAIUIIAEMBIX HTHPOPMAIIMOHHBIX PECYPCOB U 0a3 JaHHBIX;

e HUHCTPYKIMIO, ONPENETSIONYI0 TMOPSIJAOK TMPEaOCTaBICHHs HHGOpMAINH
CTOPOHHUM OpraHu3alMsM IO HX 3alpocaM, a TaKKe [0 MIpaBaM JOCTyla K He
COTPYAHUKOB OpraHU3aIUU.

4.  Q@u3uyeckuii. MexaHuyeckue,  DJIEKTPO- U DJIEKTPOHHO-MEXAHUYECKHE
MPENATCTBUS Ha BO3MOXKHBIX IMTYTSAX MPOHUKHOBEHUS MOTEHIUAIBHBIX HAPYIIUTEIICH.

5.  Annapamno-npozpammuuiii (3NE€KTPOHHBIE  YCTPOIICTBA U CIELMAJIbHbBIC
MIPOrPaMMBbI 3aIUTH HTHGOPMAIIHNH ).

[TpuHSATHIE MEPHI IO CO37aHUI0 Oe30MacHON MHGOPMAIIMOHHON CUCTEMBI B IITIKOJIE:

o OOecrieueHa 3ammuTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIMOHHUPOBAHHBIX
BO3/ICHCTBHIA (KOMITBIOTEPHBIE BUPYCHI, JIOTUIECKHUE OOMOBI, aTaKu XaKepOB U T. JI.)

o YCTaHOBJEH CTPOTHH KOHTPOJb 3a OJIEKTPOHHOW TOYTOW, oOecredeH
MOCTOSIHHBIM KOHTPOJIb 32 BXOASIIECH U UCXOAAIIECH KOPPECTTOHICHITUEH.

o YCTaHOBJIEHBI COOTBETCTBYIOIIME MAPOIX HA nepcoHanbHbie 11K.

o Mcnonb3oBaHbl KOHTEHT-QWIBTPHI, I  (QUIbTPALMM CAaWTOB MO HUX
COJIEPKUMOMY.



Enunas COBOKYMHOCTh BCEX 3THX MEp, HAMpPaBICHHBIX Ha IPOTHBOICHCTBUE YTPO3aM
0€30MacHOCTHU C LIEeJIbI0 CBEJICHHSI K MUHUMYMY BO3MOKHOCTH yuiepOa, o0pa3yloT CUCTEMY
3aILUTHI.

CrnenuanucTpl, UMEIOIME OTHOIIEHHE K CUCTEME 3allUThl JIOJDKHBI IOJTHOCTBIO
NPEICTaBIATh ce0e MPUHIMNBI e¢ (YHKIMOHUPOBAHHWS W B ClIydyae BO3HUKHOBEHUS
3aTPYJIHUTEIBHBIX CUTyallMd aJeKBaTHO Ha HUX pearuposarb. [lox 3ammrTon nomkHa
HaXOJUThCS BCs cucTeMa 00paboTKu MH(OpMaIUK.

JIuma, 3aHuMarouuecs oOecrieyeHueM HWHGPOPMALMOHHON O€30MacCHOCTH, OJKHBI
HECTH JTMYHYIO OTBETCTBEHHOCTb.

Hagexxnast cucremMa 3alidThl JOJDKHA OBITh TMOJHOCTHIO TNPOTECTHPOBAHA U
corjlacoBaHa. 3aluTa CTaHOBUTCA Oosiee d(PheKTUBHON M THOKOHM, €Ci OHAa JOIMyCKaeT
M3MEHEHHE CBOUX MapaMeTPOB CO CTOPOHBI aIMUHUCTPATOPA.

B 3akitodeHne CBOEro J0KjIaja XOTeaoch Obl JAaTh HEKOTOpblE PEKOMEHAAIMH 10
opraHuzainuu padoThl B MHOOPMAIIMOHHOM MPOCTPAHCTBE, UYTOOBI yOepeub ceOsi U CBOMX
OJM3KUX OT HHTEPHET-TIPECTYITHHKOB.

PexoMeHIaIIUM 110 OPraHU3anuu padoThl B HHPOPMAIIMOHHOM MPOCTPAHCTBE

1. Tlepen nHauamom paboOThl HEOOXOAMMO YETKO C(OPMYJIHUPOBATH II€JIb U BOIPOC
nouicka uHGOpMaIIi.

2. XKenatenbHO BbIpaOOTaTh ONTUMAJILHBINA AITOPUTM TMOMCKAa MH(GOPMAIIUU B CETH
WNHTepHeT, YTO 3HAYNUTENBHO COKPATUT BPEMS U CUJIbI, 3aTPAYEHHBIE HA TTOUCK.

3. 3apaHee yCTaHOBUTH BPEMEHHBIM JUMUT (2-3 yaca) paboThl B MHPOPMAITMOHHOM
IPOCTPAHCTBE (MMPOCMOTP Tesenepeaaun, yrenue, Matepuer).

4. Bo BpeMsi paboThl HEOOXOAUMO JeiaTh TMepepbhlB Ha 5-10 MUHYT ISl CHATHS
(u3MUECKOTro HAMPSKEHUS U 3pUTEIBHON HArPYy3KHU.

5. HeoOxomuMo 3HaTh 3-4 ympakHEHHS IJis CHSTHUS 3PUTEIIBHOTO HAMPSIKEHUS |
(bU3UIECKON YCTATOCTH.

6. PaboTaTh B XOpOIII0 TPOBETPEHHOM MTOMEIIEHUH, TTPU ONTHUMAJIBHOM OCBEIIEHUU H
B y1I00HOIA 103€.

7. He cTOWT NETKOMBICICHHO OOpamarhcsi CO CHaM-MHUChbMaMU M 3aXOJUTh Ha
HeOe30macHbIe BeO-callThl. [[7151 MHTEpPHET-NIPECTYIMHUKOB Bbl CTAHOBUTECH JIETKOM TOOBIYEH.

8. Ilpu peructpauuu B COLUMAJIBHBIX CETSIX, HE YKa3blBAaUTE CBOM MNEPCOHAIBbHBIC
JAHHBIE, HATIPUMEP: aJIPEC WM JCHb POKICHUS.

9. He ncnosip3yiTe B JIOTHHE WM MTAPOJIE TEPCOHANBHBIE JaHHBIE.

10. Bce 3TO MO3BOJSET MHTEPHET-NPECTYNNHUKAM MOJYYUTh JAaHHBIE JOCTyHa K
aKKayHTaM JJIGKTPOHHOW TOYTHI, a Takke mHpunuposath nqomamraune [1K mams BrmoueHus
UX B 00T-CETh WIH JJIs MOXUIIECHUsI OAHKOBCKUX JIAaHHBIX POJIUTEIECH.

11. Cozmaiite coOOCTBeHHBI MpPOoPUIL Ha KOMIBIOTEPE, YTOOBI 00€30MacUTh
MH(pOpMaLIHIO, XPAHSIIIYIOCS HAa HEM.

12. He 3a0bIBaiite, uTo (haKThl, 0 KOTOPHIX Bbl y3HaeTe B MIHTEpHETE, HYKHO OYECHb
XOpOIIO TMPOBEPUTH, €CJIH BBIOYJETE HCMIOJIb30BaTh HUX B CBOEH JomamiHed padoTe.



IlenecooOpa3HO CpaBHUTH TPU HCTOYHHMKA HMHPOpPMALMHU, MPEKIE YEM PELIUTh, KAKUM
MCTOYHHUKAM MOKHO JI0BEPSATh.

13. O pocroBepHOCTM WH(OpMAIMM, TMOMEIICHHON HAa CaliTeé MOXHO CYIUTh IO
caMOMy CaiTy, y3HaB 00 aBTOpax caiTa.

14. Pa3memass undopmaiuio o cebe, CBOMX OJIM3KUX M 3HAKOMBIX Ha CTpaHHUIIAX
COLIMAJIBHBIX CETEeH, CIPOCHUTE MPEABAPUTENILHO pa3pelieHue y TeX, 0 KoM Oyaer ara
uHpopmarus.

15. He cnemyer pa3memarb Ha cTpaHuULax BeO-cailToB cBou Qororpadpun u
dboTorpadun cBOMX OJM3KUX U 3HAKOMBIX, 32 KOTOPBIE BaM ITOTOM MOKET OBITh CTBIJHO.

16. Cobmomaiite npaBuiia STUKU 1pu oO1eHnn B HTepHeTe: rpydocTh NPOBOILUPYET
JIPYTUX Ha TaKOE K€ MOBEJICHHUE.

17. Ucnionw3ys B cBoei paboTe Marepual, B3sThId U3 HH(OPMAIIMOHHOTO UCTOYHUKA
(xHUTa, IeproauYecKas nevyarb, UHTEpHET), clielyeT yka3aTh 3TOT UCTOYHUK MH(OpMaLUU
WIH cJIeJIaTh Ha HETO CCBhUIKY, €CJIM MaTtepuai ObUT BaMu IiepepadoTaH.



